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	Job Title
	Senior Risk & Resilience Manager

	Function / Department
	Internal Audit & Risk (Finance)

	Location
	Milton Keynes

	Reporting To
	Director of Internal Audit & Risk

	Date
	15/5/26



	[bookmark: _Hlk138086315]JOB PURPOSE & RESPONSIBILITIES

	Job Purpose:
Responsible for overseeing DPG’s Operational Resilience (“OR”) Programme, leading on Business Continuity and acting as the Subject Matter Expert on Crisis and Incident Management.  The OR Programme is designed to minimise the impact of business interruption events and represents one of DPG’s ‘material controls’ under Provision 29 of the 2024 UK Corporate Governance Code.  The role will also involve assisting the Director of Internal Audit & Risk on all aspects of Enterprise Risk Management (ERM) and Insurance.  

	Key Responsibilities/Job Tasks:
Business Continuity (BC)
· Maintain and continuously improve the Business Continuity Management System in line with recognised standards, such as ISO 22301.
· Facilitate and support the development and review of Business Impact Analyses and Business Continuity Plans, focused on critical business activities across DPG, ensuring appropriate resilience and recovery strategies are in place.
· Deliver BC training and awareness to relevant stakeholders and conduct corresponding tests / exercises, as part of a co-ordinated operational resilience approach.
Crisis and incident management
· Ensure appropriate and consistent Incident Management arrangements are in place across all applicable areas.
· Maintain the Crisis Management Manual (CMM) and related documentation, in both the primary and secondary communication channels.
· Provide support and guidance during, and post, major incidents and crises, ensuring effective coordination and communication in accordance with the CMM.
· Co-ordinate crisis management and incident response training and awareness; and corresponding tests / exercises, as part of a co-ordinated operational resilience approach.
IT Disaster Recovery (ITDR)
· Work with IT to ensure ITDR policies and procedures are aligned with other operational resilience elements and with best practice; and to develop and deliver training and awareness on ITDR. 
· Monitor ITDR arrangements to ensure critical systems and data have appropriate recovery strategies, including defined recovery time and recovery point objectives.
· Support the testing of ITDR plans, as part of a co-ordinated operational resilience approach.
Third-party and supply chain resilience:
· Support Procurement and other functions with the identification of critical suppliers and dependencies; and the assessment and management of resilience risks across key suppliers and third parties.
· Support the implementation of proportionate resilience requirements for key suppliers, including continuity and recovery expectations.
Enterprise Risk Management (ERM)
· Support the Director of Internal Audit & Risk in:
· the bi-annual review of Key Group Risk Dashboards and facilitation of discussions with UK Leadership Team (UKLT) owners and Risk Liaisons;
· the production of risk disclosure for Interim Financial Statements, Annual Report & Accounts;
· the annual review and update of Risk Appetite statements for discussion with and approval by the Board; and
· any other reporting on ERM required by the Board, Audit & Risk Committee or other key stakeholders.
· Provide secretariat support to the Executive Risk Committee (ERC), including in the provision of updated Key Group Risk Dashboards and risk deep-dives.
· Conduct horizon scanning and consideration of emerging risks.
Insurance
· Support the Director of Internal Audit & Risk in:
· developing and maintaining the Group’s insurance strategy, ensuring coverage remains appropriate and aligns with stakeholder expectations / obligations
· managing the annual renewal process, including collection and upkeep of accurate and detailed risk and underwriting information; policy issuance; payment of invoices; and that brokers and insurers represent value for money; 
· scoping of new and enhanced coverage;
· notification, investigation and negotiation of any claims settlements; and
· promoting a culture of sound risk management process relating to insurance, including implementation of any insurer risk recommendations


	Financial Scope/Operating Budget/Revenue (P&L) (If Applicable)
Please complete if this job has financial responsibility?
N/A



The following sections consist mainly of a series of questions related to specific skills/job requirements.  You should focus on the role rather than the individual when considering the most appropriate answer and should base the response on what you consider to be the normal features of the job which are typical of the job and its usual working conditions over the year.

	SKILLS & JOB REQUIREMENTS

	Strategic Responsibility
Please provide details of the level of responsibility the role has for setting strategy: (Please indicate if a role has accountability for setting or inputting into a specific strategy e.g., a Functional Strategy, please confirm if it is Significant)
This role will be responsible for designing the strategy for Operational Resilience (one of DPG’s 19 ‘material controls’ that the Board need to make a declaration of effectiveness in respect of), for review by the Director of Internal Audit & Risk and ultimate approval by the CFO; and then overseeing the delivery thereof.

	Business Knowledge
Please provide details of how much business knowledge the role requires as a minimum requirement i.e. how much internal knowledge of the business is required, and how much if any external commercial awareness is required? Which teams does the role work closely with?
Although understanding of DPG’s specific business activities can be built over time, to be successful in the role, this business knowledge (principally from Operations, Technology and Supply Chain) will need to be assimilated quickly in order to effectively evaluate DPG’s resilience in these areas.  Prior knowledge of similar business activities in a large corporate / listed company environment and a strong understanding of operational resilience frameworks, to which the business context should be applied, is considered an essential foundation for this role.   

	Problem solving
Please provide details of how the role resolves problems/issues on a daily basis: e.g. Does the role use straightforward common sense? Does the role make straight forward judgements and is guided by precedents? Does the role evaluate multiple sources of information in complex or novel situations?
Excellent analytical and problem-solving skills are required in this role as it will be considered the subject matter expert and “face of” DPG for all 4 elements of Operational Resilience.  Significant judgement will be required to determine whether the approach taken by the business meets the expected requirements (e.g. ISO 22301 / other operational resilience principles and frameworks).  

	Decision making
What level of decision making is required of the role and on what decisions does it impact? E.g. there is little requirement for decision making in the role, or role makes decisions within defined procedures, or role makes decisions outside of established procedures but within a policy framework, or role makes decisions within broad business guidelines where there are few or no policies available.
Decisions will need to be made as part of ‘Problem solving’ above that may result in remedial action for the business and therefore need to be well considered, justifiable (in line with requirements) and pragmatic.  Given the seniority of the role, there will be limited review by the Director of Internal Audit & Risk on individual decisions made.   

	Communication
Please outline the type of communication skills required: e.g. is basic common courtesy required, or regular exchange of factual information, or are influencing or negotiation skills required as an essential requirement of the role?
Excellent communication and strong stakeholder engagement skills are required for this role, with the ability to credibly influence Senior Management Team members (see ‘Decision making’ above) and to conduct both training and exercises involving SMT, UK Leadership Team and, on occasion, Board members. 

	Innovation
To what extent does the role contribute to and manage change, e.g., suggest improvements to products/processes or contributes useful ideas or regularly recommends improvements on existing procedures and quality within own area, or develops/adapts new existing processes for increased quality/efficiency or continuously searches for improvements in techniques which add value to the business and has full responsibility and accountability for implementing these.
As mentioned in ‘Decision making’ above, the suggestion of improvements to processes / remedial action is an output from this role.  The role is designed to both assure and improve DPG’s overall resilience and help better manage risk and, in this way, to add value.



Please summarise the levels of minimum education, knowledge, skills and experience this position requires (e.g., if you would be recruiting to fill this position, what aspects of background or knowledge would you expect a successful job applicant to have?)

Note: This may differ from the current job holder’s own skills and experience

	JOB SPECIFICATIONS

	Degree/Professional Qualification
	Relevant professional certifications such as CORM, CCMP, CBCI, MBCI, ISO 22301 Lead Implementer, or similar, are desirable, but not essential.

	Knowledge
	Essential knowledge:
· Developing and managing operational resilience / business continuity, in a large corporate / listed company environment.
· Strong understanding of ISO 22301 and wider operational resilience principles and frameworks.
Desirable experience:
· Multi-site, manufacturing, logistics and retail environments.
· Integrating business continuity, ITDR, crisis / incident management, and third-party resilience into a single programme.
· Providing input to Enterprise Risk Management and Corporate Insurance programmes.

	Skills/Ability
	Essential skills:
· Conducting Business Impact Analyses, developing plans, and delivering training and exercises.
· Hands-on experience in ensuring effective coordination and communication during major incidents / crises.
· Strong stakeholder engagement with the ability to influence and collaborate across functions.
· Excellent communication, analytical, and problem-solving.
· Ability to work across multiple disciplines including operations, technology, and supply chain.
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